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Abstract

We presenta rewriting algorithm for efficiently testing
future timeLinearTemporal Logic (LTL) formulaeonfinite
executiontraces. Thestandard modelsof LTL are infinite
traces,reflectingthe behaviorof reactiveand concurrent
systemswhich conceptuallymaybe continuouslyalive. In
mostpastapplicationsof LTL, theoremprovers andmodel
checkershavebeenusedto formallyprovethatdown-scaled
modelssatisfysuch LTL specifications.Our goal is instead
to useLTL for up-scaledtestingof real software applica-
tions, correspondingto analyzingthe conformanceof fi-
nite tracesagainstLTL formulae. We first describewhat
it meansfor a finite trace to satisfyan LTL formula and
thensuggestan optimizedalgorithm basedon transform-
ing LTL formulae. WeusetheMauderewriting logic, which
turnsout to bea goodnotationandbeingsupportedby an
efficientrewriting enginefor performingtheseexperiments.
Thework constitutespart of theJavaPathExplorer (JPAX)
project,thepurposeof which is to developa flexible tool for
monitoringJavaprogramexecutions.

1. Intr oduction

Futuretime Linear TemporalLogic (future time LTL),
introducedby Pnueli in 1977 [23], is a logic for specify-
ing temporalpropertiesaboutreactive andconcurrentsys-
tems.Futuretime LTL providestemporaloperatorsthatre-
fer to the future/remainingpartof a tracerelative to a cur-
rent point of reference. We shall usethe shorthandLTL
whenit is clearfrom thecontext thatwe meanfuture time

LTL. The modelsof LTL are infinite executiontraces,re-
flecting thebehavior of suchsystemsasideally alwaysbe-
ing readyto respondto requests,operatingsystemsbeingan
example.LTL hastypically beenusedfor specifyingprop-
ertiesof concurrentandinteractive down-scaledmodelsof
real systems,suchthat fully formal programproofscould
subsequentlybe carried out, for example using theorem
provers[15] or model checkers [10]. However, suchfor-
mal proof techniquesareusuallynot scalableto real sized
systemswithout an extra effort to abstractthe systemto a
model which is then analyzed. Several systemsare cur-
rently beingdevelopedthat apply modelcheckingto soft-
ware[4, 16, 3, 22, 6, 27], including our work [11, 28]. In
thispaperwerestrictourselvesto investigatetheuseof LTL
for testingwhethersingle finite executiontracesconform
to LTL formulae.Themergeof testingandtemporallogic
specificationis an attemptto achieve the benefitsof both
approaches,while avoidingsomeof thepitfalls from adhoc
testingand the complexity in full-blown theoremproving
andmodelchecking.

An importantquestionis how to efficiently testLTL for-
mulaeof finite tracemodels,and the main decisionhere
is what datastructureoneshoulduseto representthe for-
mulasuchthatit canbeusedto efficiently analyzethetrace
as it is traversed. We will presentsucha datastructure.
We will presentand implementour logics andalgorithms
in Maude[1], a high-performancesystemsupportingboth
membershipequationallogic [20] andrewriting logic [19].
Thecurrentversionof Maudecandoupto 3 million rewrit-
ings per secondon 800MHz processors,and its compiled
versionis intendedto support15million rewritingspersec-



ond1. Thedecisionto useMaudehasmadeit very easyto
experimentwith logicsandalgorithms.Laterrealizationsof
thework canbedonein a standardprogramminglanguage
suchasJavaor C++. In [14] wehavefor exampledescribed
a datastructureusedto representanLTL formulaasa min-
imal finite statemachine,basedon a conceptcalledbinary
transitiontrees. This structurecanthenberepresentedand
interpretedwithin Java. In [25] we furthermoredescribea
dynamicprogrammingalgorithmfor checkingLTL formu-
laeon executiontraces.This algorithmevaluatesa formula
bottom-upfor eachpoint in thetrace,goingbackwardsfrom
thefinal state,towardstheinitial state.In [9] we applythis
dynamicalgorithmto pasttimeLTL, in whichcasethetrace
morenaturallycanbeexaminedin a forwarddirection. In
thatpaperit is in additionshown how future time andpast
time LTL formulaecanbeembeddedascommentsin code
andgetexpandedinto Java codefragmentsto getexecuted
whenever reached.In [24, 21] variousalgorithmsto gener-
atetestingautomatafrom temporallogic formulaearede-
scribed. Our colleagueDimitra Giannakopoulouhasalso
implementeda B

�� chi automatainspiredalgorithmadapted
to finite traceLTL. TheMauderewriting implementationof
LTL describedin this paper, besidesits simplicity andele-
gance,howeveroffersa greaterflexibility in experimenting
with temporallogicsandis quiteefficient for practicalpur-
poses.

The work constitutespart of the Java PathExplorer
(JPAX) tool [13, 14] for monitoringJava programexecu-
tions. JPAX facilitatesautomatedinstrumentationof Java
bytecode,which thenemitsrelevanteventsto anobserver
duringexecution,seeFigure1. Theobservercanberunning
aMaudeprocessasaspecialcase,henceMaude’srewriting
enginecanbeusedto drivea temporallogic operationalse-
manticswith programexecutionevents.Theobserver may
run on a differentcomputer, in which casethe eventsare
transmittedover a socket. Whenthe observer receivesthe
eventsit dispatchestheseto asetof observerrules,eachrule
performinga particular analysisthat hasbeenrequested.
Observer rules are written in Java, but can call programs
written in otherlanguages,suchasin this caseMaude. In
additionto checkingtemporallogic requirements,rulescan
alsobeprogrammedto performlow level errorpatternanal-
ysis of, for example,multi-threadedprograms,identifying
error-proneprogrammingpractices,suchasunhealthylock-
ing disciplinesthatmayleadto dataracesand/ordeadlocks.
The processis driven by a specification, written in Java,
which, asin [18], consistsof an instrumentationpartanda
verificationpart. The verificationspecificationdefinesthe
highlevel requirements(asStringvalues),usuallywrittenin
temporallogic, that eventsareto be checked against.The
propositionsreferredto in theserequirementsareabstract
booleanflags,anddo hencenot referdirectly to entitiesin

1Personalcommunicationby JośeMeseguer.

theconcreteprogram.Theinstrumentationspecificationes-
tablishesthisconnectionbetweentheconcretebooleanpro-
gram predicatesand the abstractpropositions. Hencethe
instrumentationspecificationin particulardefineswhatpro-
gramvariableswill be monitored. The instrumentationis
automaticandis performedusingthebytecodeengineering
tool Jtrek[2].
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Figure 1. Overview of JPAX

The idea of using temporallogic in programtestingis
not new, andat our knowledge,hasalreadybeenpursued
in the commercialTemporalRover tool (TR) [5], and in
the MaC tool [18]. Both tools have greatly inspiredour
work. Our basiccontribution in this paperis to show how
arewriting system,suchasMaude,makesit possibleto ex-
perimentwith monitoringlogicsveryfastandelegantly, and
furthermorecan be usedas a practicalprogrammonitor-
ing engine. This approachmakes it possibleto formalize
ideasin a framework closeto standardmathematics.The
formula transformingapproachsuggestedis a new andef-
ficient way of testingLTL formulae. A previous version
of thepaper, publishedasa technicalreport[12], presentsa
simplifiedactionbasedformalizationof LTL ratherthanthe
statebasedmorerealisticframework presentedhere,which
is theonecurrentlyimplementedin JPAX. In [13] and[14]
we describea formalizationof pasttime LTL (as well as
futuretime LTL), againillustratingthesuccinctnessof new
logic definitions.

Section2 containspreliminaries,includingan introduc-
tion to Maude,propositionallogic andthe standarddefini-
tion of propositionalLTL with its infinite tracemodels.Sec-
tion 3 presentsa finite tracesemanticsfor LTL andthenits
implementationin Maude. Although abstractandelegant,
this implementationis not efficient, andSection4 presents
anefficient implementationusinga formulatransformation
approach.Finally, Section5 containsconclusionsanda de-
scriptionof futurework.
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2. Preliminaries

Thissectionbriefly introducesMaude,arewriting-based
specificationandverificationsystem,thena relatively stan-
dardprocedureto reducepropositionalformulae,andthen
remindsthepropositionalLTL with its infinite tracemodels.

2.1. Maude and Logics for Program Monitoring

Maude[1] is a freely distributedhigh-performancesys-
temin theOBJ [8] algebraicspecificationfamily, support-
ing both rewriting logic [19] and membershipequational
logic [20]. Becauseof its efficient rewriting engine,able
to execute3 million rewriting stepspersecondon currently
standardhardwareconfigurations,andbecauseof its meta-
languagefeatures,Maudeturnsout to be an excellenttool
to createexecutableenvironmentsfor variouslogics,mod-
els of computation,theoremprovers, and even program-
ming languages.We weredelightedto noticehow easily
we couldimplementandefficiently validateour algorithms
for testingLTL formulaeon finite event tracesin Maude,
admittedlyatedioustaskin C++or Java,andhencedecided
to useMaudeat leastfor the prototypingstageof our run-
timecheckalgorithms.

We verybriefly andinformally remindsomeof Maude’s
features,referringtheinterestedreaderto themanual[1] for
moredetails. Maudesupportsmodularizationin the OBJ
style.Therearevariouskindsof modules,but we areusing
only functional moduleswhich follow the pattern“fmod
<name> is <body> endfm”. The body of a functional
moduleconsistsof acollectionof declarations,of whichwe
are using importing, sorts,subsorts,operations,variables
andequations,usuallyin this order.

We next introducesomemodulesthatwe think aregen-
eral enoughto be usedwithin any logical environmentfor
programmonitoringthatonewould want to implementby
rewriting. Thenext onesimply definesatomicpropositions
asanabstractdatatypehaving onesort,Atom andno oper-
ationsor constraints:

fmod ATOM is sort Atom . endfm

The actualnamesof atomicpropositionswill be automat-
ically generatedin anothermodulethat extendsATOM, as
constantsof sortAtom. Thesewill begeneratedby theob-
server at the initialization of monitoring, from the actual
propertiesthatonewantsto monitor.

An importantaspectof programmonitoringis thatof an
(abstract)executiontrace,which consistsof a finite list of
events.We abstracta singleeventby a list of atoms,those
thatholdaftertheactionthatgeneratedtheeventtookplace.
Thevaluesof theatomicpropositionsareupdatedby theob-
serveraccordingto theactualstateof theexecutingprogram
andthensentto Maudeasa termof sortEvent:

fmod TRACE is protecting ATOM .
sorts Event Event* Trace .
subsorts Atom < Event < Event* Trace .
op nil : -> Event .
op __ : Atom Event -> Event [prec 23] .
op _* : Event -> Event* .
op _,_ : Event Trace -> Trace [prec 25] .

endfm

The statementprotecting ATOM imports the module
ATOM. Theaboveis acompactwaytousemix-fix2 andorder-
sortednotationto definean abstractdatatype of traces:a
traceis a commaseparatedlist of events,whereaneventis
itself a list of atoms. The subsorts declarationdeclares
Atom to beasubsortof Event, which in turn is asubsortof
Event* aswell asof Trace. Sinceelementsof a subsort
canoccuraselementsof asupersortwithoutexplicit lifting,
wehaveasaconsequencethatasingleeventis alsoa trace,
consistingof this one event. Likewise, an atomic propo-
sition can occur as an event, containingonly this atomic
proposition. Note that thereis no definition of an empty
trace. Operationscan have attributes,suchas the prece-
dencesabove, which arewritten betweensquarebrackets.
Theattributeprec givesa precedenceto anoperator3, thus
eliminatingtheneedfor mostparentheses.Notice thespe-
cial sortEvent* whichstayfor terminalevents,i.e.,events
that occurat the endof traces. Any event canpotentially
occurat the endof a trace. It is often the casethatending
eventsaretreateddifferently, like in thecaseof finite trace
linear temporallogic; for this reason,we have introduced
theoperation_* whichmarksaneventasterminal.

Syntax and semanticsare basic requirementsto any
logic, in particularto thoselogics neededfor monitoring.
The following moduleintroduceswhat we believe are the
basicingredientsof monitoring logics. We found the fol-
lowing very usefulfor our logics,but of course,theuseris
freeto changeit if he/shefindsit inconvenient:

fmod LOGICS-BASIC is protecting TRACE .
sort Formula . subsort Atom < Formula .
ops true false : -> Formula .
op [_] : Formula -> Bool [strat (1 0)] .
eq [true] = true . eq [false] = false .

vars A A’ : Atom . var T : Trace .
var E : Event . var E* : Event* .
op _{_} : Formula Event* -> Formula [prec 10] .
eq true{E*} = true . eq false{E*} = false .
eq A{nil} = false .
eq A{A’} = if A == A’ then true else false fi .
eq A{A’ E} = if A == A’ then true else A{E} fi .
eq A{E *} = A{E} .

op _|=_ : Trace Formula -> Bool [prec 30] .
eq T |= true = true .
eq T |= false = false .
eq E |= A = [A{E}] .
eq E,T |= A = E |= A .

endfm

Thefirst blockof declarationsintroducesthesortFormula
which can be thought of as a genericsort for any well-

2Underscoresareplacesfor arguments.
3Thelower theprecedencenumber, thetighterthebinding.
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formedformulain any logic. Therearetwo designatedfor-
mulae,namelytrue andfalse, with theobviousmeaning,
togetherwith a “projection”, denoted[_], of any formula
into abooleanexpression.Theonly roleof thisoperationis
to checkwhethera logical formula is violatedor not, each
logic beingallowed to refinethis operatoraccordingto its
policy. Its attributesaysthatthisoperationshouldalwaysbe
evaluatedeagerly;numbersin thestrategy declarationstay
for argumentpositionsthatarenumberedfrom left to right,
0 stayingfor the operatoritself. The sort Bool is builtin
to Maudeand hastwo constantstrue and false which
aredifferentfrom thoseof sortFormula, anda genericop-
eratorif_then_else_fi. The secondblock definesthe
operation_{_} which takes a formula and an event and
yields anotherformula. The intuition for this operationis
thatit “evaluates”theformulain thenew stateandproduces
a proof obligation as anotherformula for the subsequent
events,if needed.If thereturnedformulais true or false
thenit meansthat theformulawassatisfiedor violated,re-
gardlessof the rest of the executiontrace; in this case,a
messagecanbereturnedby theobserver. As we’ll soonsee,
eachlogic will furthercompletethedefinitionof this oper-
ator. Finally, the satisfaction relation is defined. That is,
two equationsdealwith theformulaetrue andfalse and
shouldbeobvious.Thelasttwo equationsstatethata trace,
consistingeitherof a singleeventor of several,satisfiesan
atomicpropositionif evaluatingthatatomicpropositionon
theeventyieldstrue.

2.2. PropositionalCalculus

A rewriting decisionprocedurefor propositionalcalcu-
lus due to Hsiang[17] is adaptedand presented.It pro-
vides the usualconnectives_/\_ (and), _++_ (exclusive
or), _\/_ (or), !_ (negation),_->_ (implication),and_<-
>_(equivalence).The procedurereducestautologyformu-
laeto theconstanttrue andall theothersto somecanonical
form moduloassociativity andcommutativity. An unusual
aspectof this procedureis that thecanonicalformsconsist
of exclusive or of conjunctions.Even if propositionalcal-
culus is very basicto almostany logical environment,we
decidedto keepit asa separatelogic insteadof beingpart
of thelogic infrastructureof JPAX. Onereasonfor this de-
cision is that its semanticscould be in conflict with other
logics,for exampleonesin whichconjunctivenormalforms
aredesired.

An OBJ3codefor thisprocedureappearedin [8]. Below
wegiveits obvioustranslationto Maudetogetherwith its fi-
nite tracesemantics,noticingthatHsiang[17] showedthat
thisrewriting systemmoduloassociativity andcommutativ-
ity is Church-Rosserandterminates.TheMaudeteamwas
probablyalso inspiredby this procedure,sincethe builtin
BOOL moduleis verysimilar.

fmod PROP-CALC is extending LOGICS-BASIC .
*** Constructors ***

op _/\_ : Formula Formula -> Formula
[assoc comm prec 15] .

op _++_ : Formula Formula -> Formula
[assoc comm prec 17] .

vars X Y Z : Formula .
eq true /\ X = X .
eq false /\ X = false .
eq X /\ X = X .
eq false ++ X = X .
eq X ++ X = false .
eq X /\ (Y ++ Z) = X /\ Y ++ X /\ Z .

*** Derived operators ***
op _\/_ : Formula Formula -> Formula

[assoc prec 19] .
op !_ : Formula -> Formula [prec 13] .
op _->_ : Formula Formula -> Formula [prec 21] .
op _<->_ : Formula Formula -> Formula [prec 23] .
eq X \/ Y = X /\ Y ++ X ++ Y .
eq ! X = true ++ X .
eq X -> Y = true ++ X ++ X /\ Y .
eq X <-> Y = true ++ X ++ Y .

*** Finite trace semantics
var T : Trace . var E* : Event* .
eq T |= X /\ Y = T |= X and T |= Y .
eq T |= X ++ Y = T |= X xor T |= Y .
eq (X /\ Y){E*} = X{E*} /\ Y{E*} .
eq (X ++ Y){E*} = X{E*} ++ Y{E*} .
eq [X /\ Y] = [X] and [Y] .
eq [X ++ Y] = [X] xor [Y] .

endfm

Operatorsareagaindeclaredin mix-fix notationandhave
attributesbetweensquaredbrackets,suchasassoc, comm
andprec <number>. Oncethe moduleabove is loaded4

in Maude,reductionscanbedoneasfollows:

red a -> b /\ c <-> (a -> b) /\ (a -> c) .
***> should be true

red a <-> ! b .
***> should be a ++ b

Notice that oneshouldfirst declarethe constantsa, b and
c. The last six equationsare relatedto the semanticsof
propositionalcalculus. Since[_]_ is eagerlyevaluated,
[X] will first evaluateX usingpropositionalcalculusrea-
soningand then will apply one of the last two equations
if needed;theseequationswill not be appliednormally in
practicalreductions,they areusefulonly in thecorrectness
proof in Theorem1.

2.3. Linear Temporal Logic

ClassicalLTL providesin additionto the propositional
logic operatorsthe temporaloperators[]_ (always),<>_
(eventually),_U_ (until), ando_ (next). An LTL standard
modelis a function

�������
	���

for somesetof atomic

propositions� , i.e., an infinite traceover the alphabet
��


,
which mapseachtime point (a naturalnumber)into theset
of propositionsthat hold at that point. The operatorshave
the following interpretationon suchan infinite trace. As-
sumeformulaeX andY. The formula[]X holdsif X holds
in all timepoints,while <>X holdsif X holdsin somefuture
time point. TheformulaX U Y (X until Y) holdsif Y holds

4Eitherby typing it or usingthecommandin <filename>.
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in somefuturetimepoint,anduntil thenX holds(sowecon-
siderstrictuntil). Finally, o X holdsfor a traceif X holdsin
thesuffix tracestartingin thenext (thesecond)time point.
Thepropositionaloperatorshavetheirobviousmeaning.As
anexampleillustratingthesemantics,theformula[](X ->

<>Y) is trueif for any timepoint([]) it holdsthatif X is true
theneventually(<>) Y is true. Anothersimilar propertyis
[](X -> o(Y U Z)), which statesthatwheneverX holds
then from the next stateY holdsuntil eventuallyZ holds.
It’s standardto definea coreLTL usingonly atomicpropo-
sitions,thepropositionaloperators!_ (not)and_/\_ (and),
andthetemporaloperatorso_ and_U_, andthendefineall
otherpropositionalandtemporaloperatorsasderivedcon-
structs.Standardequationsare<>X = true U X and[]X
= !<>!X.

3. Finite Trace Linear Temporal Logic

As alreadyexplained,ourgoalis to developaframework
for testingsoftware systemsusing temporallogic. Tests
areperformedon finite executiontracesandwe therefore
needto formalize what it meansfor a finite traceto sat-
isfy anLTL formula. We first presenta semanticsof finite
traceLTL usingstandardmathematicalnotation. Thenwe
presenta specificationin Maudeof a finite tracesemantics.
Whereastheformersemanticsusesuniversalandexistential
quantification,the secondMaudespecificationis defined
usingrecursive definitionsthat have a straightforward op-
erationalrewriting interpretationand which thereforecan
beexecuted.

3.1. Finite TraceSemantics

As mentionedin Subsection2.1, a traceis viewed asa
sequenceof programstates,eachstatedenotingthe setof
propositionsthathold at thatstate.We shalloutline thefi-
nite traceLTL semanticsusingstandardmathematicalno-
tationratherthanMaudenotation.Assumetwo total func-
tionson traces,head

�
Trace

	
Event returningthehead

event of a traceand length returningthe lengthof a finite
trace,anda partial function tail

�
Trace

	
Trace for tak-

ing the tail of a trace. That is, head����� ����� head��� ��� � ,
tail ����� �������

, and length� e ��� �
and length����� �����

�! 
length� ��� . Assumefurtherfor any trace

�
, that

�#"
denotes

thesuffix tracethatstartsat position $ , with positionsstart-
ing at

�
. Thesatisfactionrelation % �
&

Trace ' Formula

defineswhena trace
�

satisfiesa formula ( , written
� % � ( ,

andis definedinductively overthestructureof theformulae
asfollows, whereA is any atomicpropositionandX andY
areany formulae:

)+* ,
A if f -/. head0 )21)+* ,
true if f true,)+* ,
false if f false,)+* ,
X /\ Y if f

)3* ,
X and

)+* ,
Y,)+* ,

X ++ Y if f
)3* ,

X xor
)3* ,

Y,)+* ,
[]X if f 054 "7698;:=<?>A@;B 0 )2121C)2D+* , X)+* ,
<>X if f 0FE "7698;:=<?>A@;B 0 )2121C) D * , X)+* ,
X U Y if f 0FE "7698;:=<?>A@;B 0 )2121 0 ) D * , Y and 0;4HGJI " 1�)LKJ* , X

1)+* ,
o X if f (if tail 0 )21 is definedthen

@LM�N58 0 )21+* , X else
)+* ,

X)

Notice thatfinite traceLTL canbehave quitedifferently
from standardinfinite traceLTL. For example,therearefor-
mulaewhich are not valid in infinite traceLTL but valid
in finite traceLTL, suchas<>([] A \/ [] ! A), and
thereareformulaewhicharesatisfiablein infinite traceLTL
andnot satisfiablein finite traceLTL, suchasthenegation
of the above. The formula above is satisfiedby any finite
tracebecausethelastevent/statein thetraceeithercontains
A or it doesn’t.

3.2. Finite TraceSemanticsin Maude

Now it can be relatively easily seenthat the following
Maudespecificationcorrectly“implements”thefinite trace
semanticsof LTL describedabove. The only important
deviation from the rigorousmathematicalformulationde-
scribedabove is that the quantifiersover finite setsof in-
dexesareexpressedrecursively.

fmod LTL is extending PROP-CALC .
*** syntax

op []_ : Formula -> Formula [prec 11] .
op <>_ : Formula -> Formula [prec 11].
op _U_ : Formula Formula -> Formula [prec 14] .
op o_ : Formula -> Formula [prec 11] .

*** semantics
vars X Y : Formula .
var E : Event . var T : Trace .
eq E |= [] X = E |= X .
eq E,T |= [] X = E,T |= X and T |= [] X .
eq E |= <> X = E |= X .
eq E,T |= <> X = E,T |= X or T |= <> X .
eq E |= X U Y = E |= Y .
eq E,T |= X U Y =
E,T |= Y or E,T |= X and T |= X U Y .

eq E |= o X = E |= X .
eq E,T |= o X = T |= X .

endfm

Noticethatonly thetemporaloperatorsneededdeclarations
andsemantics,the othersbeingalreadydefinedin PROP-

CALC andLOGICS-BASIC, andthat thedefinitionsthat in-
volvedthefunctionsheadandtail werereplacedby two al-
ternativeequations.Onecannow directlyverify LTL prop-
ertieson finite tracesusing Maude’s rewriting engine,by
commandssuchas

red a b, a, c a, a b, c b, a b, a, c a, a b, c b
|= [] (a -> <> b) .

red a b, a, c a, a b, c b, a b, a, c a, a b, c b
|= <> (! [](a -> <> b)) .

which shouldreturn the expectedanswers,i.e., true and
false, respectively. Thealgorithmabovedoesnothingbut
blindly follows the mathematicaldefinition of satisfaction

5



andevenrunsreasonablyfastfor relativelysmalltraces.For
example,it takes5 about30ms(74k rewrite steps)to reduce
thefirst formulaaboveandlessthan1s(254krewrite steps)
to reducethesecondontracesof 100events(10timeslarger
thantheabove). Unfortunately, thisalgorithmdoesn’t seem
to betractablefor largeeventtraces,evenif runonveryfast
platforms.As a concretepracticalexample,it took Maude
7.3 million rewriting steps(3 seconds)to reducethe first
formulaabove and2.4 billion steps(1000seconds)for the
secondon tracesof 1,000events;it couldn’t finish in one
night (morethan10 hours)thereductionof thesecondfor-
mula on a traceof 10,000events. Sincethe event traces
generatedby anexecutingprogramcaneasilybelargerthan
10,000events,the trivial algorithmabove cannot be used
in practice.

A rigorouscomplexity analysisof the algorithmabove
is hard(becauseit hasto take into considerationthe eval-
uation strategy usedby Maude for terms of sort Bool)
and not worth the effort. However, a simplified analysis
canbe easilymadeif oneonly countsthe maximumnum-
ber of atomsof the form event |= atom that canoccur
during the rewriting of a satisfaction term, as if all the
booleanreductionswereappliedafter all the other reduc-
tions: let usconsidera formulaX = [] ([] (... ([]

A) ...)) wherethe alwaysoperatoris nestedO times,
anda traceT of size P , andlet QR�2PS�TO � be the total num-
berof basicsatisfactionsevent |= atom thatoccurin the
normalform of the termT |= X if no booleanreductions
were applied. Then, the recurrenceformula QR��PS��O �U�
QR�2PWV � ��O �X QR�2PS�TOYV �C� follows immediatelyfrom the
specificationabove. Since ��Z[ �\� ��Z[^]H_ �^ � Z ]H_[^]+_ � , it follows
that Q��2PS��O ��` ��Z[ � , that is, QR�2PS�TO �a�cb �2PHZ � , which is
of courseunacceptable.

4. An Efficient Rewriting Algorithm

In this sectionwe shall presenta moreefficient rewrit-
ing semanticsfor LTL, basedon theideaof consumingthe
eventsin thetrace,oneby one,andupdatingadatastructure
(which is alsoa formula)correspondingto theeffect of the
eventon thevalueof theformula. Our decisionto write an
operationalsemanticsthiswaywasmotivatedby anattempt
to programsuchanalgorithmin Java,wheresuchasolution
would be the mostnatural. As it turnsout, it alsoyieldsa
moreefficient rewriting system.

4.1. The Main Algorithm

Weimplementthisalgorithmby extendingthedefinition
of theoperation_{_} : Formula Event* -> Formula

to temporaloperators,with the following intuition. As-
suminga traceE,T consistingof an event E followed by

5On a1.7GHz,1GbmemoryPC.

a traceT, thena formulaX holdson this traceif andonly if
X{E} holdson the remainingtraceT. If the eventE is ter-
minal thenX{E *} holdsif andonly if X holdsunderstan-
dardLTL semanticsontheinfinite tracecontainingonly the
eventE.

fmod LTL-REVISED is protecting LTL .
vars X Y : Formula .
var E : Event . var T : Trace .
eq ([] X){E} = [] X /\ X{E} .
eq ([] X){E *} = X{E *} .
eq (<> X){E} = <> X \/ X{E} .
eq (<> X){E *} = X{E *} .
eq (o X){E} = X .
eq (o X){E *} = X{E *} .
eq (X U Y){E} = Y{E} \/ X{E} /\ X U Y .
eq (X U Y){E *} = Y{E *} .

op _|-_ : Trace Formula -> Bool [strat (2 0)] .
eq E |- X = [X{E *}] .
eq E,T |- X = T |- X{E} .

endfm

The rule for the temporaloperator[]X shouldbe readas
follows: the formulaX musthold now (X{E}) andalsoin
the future ([]X). The sub-expressionX{E} representsthe
formula that must hold for the rest of the trace for X to
hold now. As an example,considerthe formula []<>A.
This formulamodifiedby aneventB C (soA doesn’t hold)
yields the rewritings sequence([]<>A) d B C egf []<>A

/\ (<>A) d B C ehf []<>A /\ (<>A \/ A d B C e )
f []<>A /\ (<>A \/ false) f []<>A /\ <>A,
while the sameformula transformedby A C (so A holds)
yields ([]<>A) d A C ehf []<>A /\ (<>A) d A C egf
[]<>A /\ (<>A \/ A d A C e ) f []<>A /\ (<>A \/

true) f []<>A /\ true f []<>A, i.e., the same
formula. Note that theserules spell out the semanticsof
eachtemporaloperator. An alternative solutionwould be
to definesomeoperatorsin termsof others,asis typically
the casein the standardsemanticsfor LTL. For example,
we could introduceanequationof the form: <>X = true

U X, and then eliminatethe rewriting rule for <>X in the
above module. This turnsout to be lessefficient because
morerewritesareneeded.

This moduleeventuallydefinesa new satisfactionrela-
tion _|-_ betweentracesand formulae. The term T |-

X is evaluatednow by an iterative traversalover the trace,
whereeacheventtransformstheformula.Notethatthenew
formula that is generatedin eachstepis alwayskeptsmall
by beingreducedto normal form via the equationsin the
PROP-CALC module in Subsection2.2. In fact, the new
formula consistsof booleancombinationsof subformulae
of the initial formula, kept in a minimal canonicalform.
Therefore,the algorithm is linear in the size of the trace,
andworst-caseexponentialin thesizeof theformula.How-
ever, it seemsthatthisexponentialcomplexity in thesizeof
the formula is moreof theoreticalimportancethanpracti-
cal,sincein generalthesizeof theformulagrew only twice
or lessin ourexperiments.If speedis crucialandtheabove
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procedureturnsout to be still too slow, thenonecanstat-
ically generateall formulaein which a formula cantrans-
form andstorethemasthestatesof anautomaton,theedges
beingthepossibleevents.Thenwhena new eventis gener-
atedby themonitoredprogram,onecoulddirectlygo to the
“next” stateof the automatonwithout any logical reason-
ing. We have implementedan improvedversionof sucha
procedure(in whichonly aminimalsubsetof atomicpropo-
sitionsareevaluated);detailsregardingthis implementation
will appearelsewhere,but an informal descriptioncanbe
foundin [14].

Verificationresultsarevery encouragingandshow that
thisoptimizedsemanticsis ordersof magnitudesfasterthan
the first semantics.Tracesof lessthan10,000eventsare
verified in milliseconds,while tracesof 100,000events
never neededmorethan3 seconds.This techniquescales
quite well; we were able to monitor even tracesof hun-
dredsof millions events. As a concreteexample,we cre-
atedanartificial traceby repeating10 million timesthe10
event tracea b, a, c a, a b, c b, a b, a, c a,

a b, c b, andthenchecked it againstthe formula [](a
-> <> b). Therewereneeded4.9 billion rewriting steps
for a totalof about1,500seconds.

4.2. Corr ectnessand Completeness

In this subsectionwe prove that thealgorithmpresented
aboveis correctandcompletewith respectto thesemantics
of finite traceLTL presentedin Section3. Theproof is done
completelyin Maude,but sinceMaudeis not intendedto be
a theoremprover, we actually have to generatethe proof
obligationsby hand.However, theproof obligationsbelow
could be automaticallygeneratedby a proof assistantlike
KUMO [7] or a theoremprover likePVS[26]6.

Theorem: For any traceT andany formulaX, T |= X if
andonly if T |- X.

Proof: By induction,both on tracesandformulae. We
first needto prove two lemmas,namelythat the following
two equationshold in the context of both LTL and LTL-
REVISED:

054 E : Event, X : Formula
1

E |= X
,

E |- X,

054 E : Event, T : Trace, X : Formula
1

E T |= X
,

T |= X{E}.

We prove them by structuralinduction on the formula X.
Constantse and x are neededin order to prove the first
lemmavia the theoremof constants.However, sincewe
provethesecondlemmabystructuralinductiononX, wenot
only have to addtwo constantse andt for the universally

6We’vealreadydoneit in PVS,but wepreferto useonly Maudein this
paper.

quantifiedvariablesE andT, but also two other constants
y andz standingfor formulaswhich canbe combinedvia
operatorsto give otherformulas.Theinductionhypothesis
for thesecondlemmais addedto thefollowingspecification
asequations.Noticethatwe mergedthetwo proofsto save
space.A proof assistantlike KUMO or PVS would prove
themindependently, generatingonly the neededconstants
for eachof them.

fmod PROOF-OF-LEMMAS is
extending LTL .
extending LTL-REVISED .
op e : -> Event . op t : -> Trace .
ops a b c : -> Atom . ops y z : -> Formula .
eq e |= y = e |- y .
eq e |= z = e |- z .
eq e,t |= y = t |= y{e} .
eq e,t |= z = t |= z{e} .
eq b{e} = true .
eq c{e} = false .

endfm

It is worth remindingthereaderat this stagethat thefunc-
tional modulesin Maudehave initial semantics,so proofs
by inductionarevalid. Beforeproceedingfurther, thereader
shouldbeawareof theoperationalsemanticsof theopera-
tion _==_, namelythat thetwo argumenttermsarefirst re-
ducedto their normalformswhich arethencomparedsyn-
tactically (but moduloassociativity andcommutativity); it
returnstrue if andonly if thetwo normalformsareequal.
Therefore,theanswertruemeansthatthetwo termsarein-
deedsemanticallyequal,while false only meansthatthey
couldn’t beprovedequal;they canstill beequal.

red (e |= a == e |- a)
and (e |= true == e |- true)
and (e |= false == e |- false)
and (e |= y /\ z == e |- y /\ z)
and (e |= y ++ z == e |- y ++ z)
and (e |= [] y == e |- [] y)
and (e |= <> y == e |- <> y)
and (e |= y U z == e |- y U z)
and (e |= o y == e |- o y)

and (e,t |= true == t |= true{e})
and (e,t |= false == t |= false{e})
and (e,t |= b == t |= b{e})
and (e,t |= c == t |= c{e})
and (e,t |= y /\ z == t |= (y /\ z){e})
and (e,t |= y ++ z == t |= (y ++ z){e})
and (e,t |= [] y == t |= ([] y){e})
and (e,t |= <> y == t |= (<> y){e})
and (e,t |= y U z == t |= (y U z){e})
and (e,t |= o y == t |= (o y){e}) .

It took Maude 129 reductionsto prove these lemmas.
Therefore,onecansafelyaddnow theselemmasasfollows:

fmod LEMMAS is
protecting LTL .
protecting LTL-REVISED .
var E : Event .
var T : Trace . var X : Formula .
eq E |= X = E |- X .
eq E,T |= X = T |= X{E} .

endfm

We can now prove the theorem,by induction on traces.
Moreprecisely, we show:
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�i� E � , and
�i� T � implies �i� E,T � , for all eventsE andtraces
T,

where�i� T � is thepredicate“for all formulasX, T |= X if f
T |- X”. This inductionschemacanbe easilyformalized
in Maudeasfollows:

fmod PROOF-OF-THEOREM is protecting LEMMAS .
op e : -> Event .
op t : -> Trace . op x : -> Formula .
var X : Formula .
eq t |= X = t |- X .

endfm

red e |= x == e |- x .
red e,t |= x == e,t |- x .

Noticethedifferencein rolebetweentheconstantx andthe
variableX. Thefirst reductionprovesthebasecaseof thein-
duction,usingthe theoremof constantsfor the universally
quantifiedvariableX. In orderto prove the inductionstep,
wefirst appliedthetheoremof constantsfor theuniversally
quantifiedvariablesE andT, thenadded�i� t � to thehypoth-
esis(the equation“eq t |= X = t |- X .”), and then
reduced�i� e t

�
usingagainthe theoremof constantsfor

the universallyquantifiedvariableX. Like in the proofsof
thelemmas,wemergedthetwo proofsto save space.

5. Conclusionsand Future Work

We have presenteda finite tracesemanticsof LTL in
the Maudelogic togetherwith a muchmoreefficient ver-
sionbasedon formulatransformingstatechanges.Thefor-
mulatransformationapproachcanberegardedasaselfcon-
tainedresultwith interestto at leasttherewriting andtem-
poral logicscommunities.However, whatperhapsmakesit
moreinterestingis that its integrationinto thegeneralpro-
grammonitoringframework JPAX seemsto be quite effi-
cient for practicalpurposes,allowing an elegantflexibility
in the choiceand designof requirementlanguages.This
canbeusefulnotonly for researchprojectsandeducational
purposes,but alsofor real-life projects,whererequirement
languagesmay be domainor applicationspecific. In prin-
ciple what Maudeprovidesis a staticparsingenvironment
for definingsyntax,combinedwith arewrite-baseddynamic
executionenvironmentfor definingefficientsemanticsover
the parsetrees. It is our goal to examinethe feasibility of
thisapproachon a selectionof NASA softwaresystems.

A currentresearchactivity is, however, to find yet more
efficient representationsof futuretime LTL formulafor the
purposeof achieving anabsoluteoptimalalgorithmfor test-
ing their satisfactionon executiontraces.This becomeses-
pecially crucial for an implementationin a standardpro-
gramminglanguagesuchasJava. In [14] we describesuch
a provablyminimal finite statemachinerepresentation.An
efficient dynamic programmingalgorithm is furthermore

describedin [25], althoughit examinesthetracebackwards,
requiringthe traceto be stored. As it turnsout, this algo-
rithm appliesmore naturally to the checkingof pasttime
LTL, sincethiscanbedoneby aforwardexaminationof the
trace.Of futurework canbementionedthatwe will exper-
iment with new logics in Maude,suchasinterval andreal
timelogicsandUML notations.Wehavealreadyin [13, 14]
describedhow pasttime LTL canbe succinctlydefinedin
Maude(note that this work is different from the dynamic
programmingalgorithmfor pasttime LTL just mentioned).

A generalquestionis how suchrequirementmonitoring
canbetied into thedifferentlevelsof thedevelopmentcy-
cle. With thecompositionof thespecificationinto a verifi-
cationpartthatrefersto abstractpropositions,andaninstru-
mentationpartthatrelatetheseto concreteprogramentities,
the verification part can potentially be written before the
programis developed. Hence,Maudecanbe usedduring
the early phasesof a project to write down requirements,
which can then can be testedlater in the implementation
phase.Onecanfurther imaginethat therequirementswrit-
tenin Maudethemselvescanbesubjectto variousformsof
formal analysis,alsoprogrammedin Maude,suchasrapid
prototyping,symbolicsimulation,staticanalysis,theorem
proving,andmodelchecking.Wehavefor exampleconsid-
eredformulatingstatemachinesin Maudeandusethesefor
monitoring.Suchstatemachinesareobviouscandidatesfor
theabovementionedformsof analysis.

As describedin [13, 14] JPAX provides in addition to
specificationbasedmonitoringalsoa capabilityof check-
ing errorpatternsin multi-threadedprograms.Futurework
will try to developnew algorithmsfor detectingotherkinds
of concurrency errorsthandataracesanddeadlocks.This
includesstudyingcompletelynew functionalitiesof thesys-
tem, such as guided execution via code instrumentation
to explore more of the possibleinterleavings of a non-
deterministicconcurrentprogramduringtesting.

Last,but not least,programmonitoringcannot only be
appliedduringprogramtesting,but, perhapsmoreinterest-
ingly, during operation,andbe usedto influencethe pro-
grambehavior in caserequirementsgetviolated.Ourfuture
researchwill focuson this aspect.
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[25] G. Roşu and K. Havelund. Synthesizing Dy-
namic Programming Algorithms from Linear Tem-
poral Logic Formulae. RIACS Technical report,
http://ase.arc.nasa.gov/pax, January2001.

[26] N. Shankar, S.Owre,andJ.M. Rushby. PVSTutorial. Com-
puter ScienceLaboratory, SRI International,Menlo Park,
CA, Feb. 1993. Also appearsin Tutorial Notes, Formal
MethodsEurope’93: Industrial-StrengthFormal Methods,
pages357–406,Odense,Denmark,April 1993.

[27] S. D. Stoller. Model-CheckingMulti-threadedDistributed
JavaPrograms.In K. Havelund,J.Penix,andW. Visser, ed-
itors, SPINModelChecking andSoftware Verification, vol-
ume1885of LectureNotesin ComputerScience, pages224–
244.Springer, 2000.

[28] W. Visser, K. Havelund,G.Brat,andS.Park. ModelCheck-
ing Programs.In Proceedingsof ASE’2000:The15thIEEE
InternationalConferenceon AutomatedSoftware Engineer-
ing. IEEECSPress,Sept.2000.

9


